Next Agenda Item Return to Agenda

i BOARD OF
COUNTY COMMISSIONERS
BOARD OF COUNTY COMMISSIONERS

DATE: November 19, 2013
AGENDA ITEM NO. 7.2

Consent Agenda [] Agenda [ﬂ/ Public Hearing [ ]

County Administrator’s Signature:

Subject:
Change Order No.7- Radio Console/System

Contract No. 990-0909-N(RG)

Department: Staff Member Responsible:
Public Safety Services / Purchasing Bruce Moeller / Joe Lauro

Recommended Action:

| RECOMMEND THE BOARD OF COUNTY COMMISSIONERS (BOARD) APPROVE CHANGE ORDER NO. 7
(WORK ORDER) TO THE CONTRACT FOR A RADIO CONSOLE SYSTEM WITH MOTOROLA SOLUTIONS, INC.
(MOTOROLA), SCHAUMBURG, ILLINOIS.

IT IS FURTHER RECOMMENDED THAT AFTER PROPER EXECUTION OF THE CHANGE ORDER BY THE
CONTRACTOR, THE CHAIRMAN BE AUTHORIZED TO SIGN THE CHANGE ORDER AND THE CLERK ATTEST.

Summary Explanation/Background:

This request for Change Order 7 to the contract for the purchase of a radio console system is for the purpose of
migrating analog equipment to Project 25 (P25) protocol for the interoperability of intergovernmental 800 MHz public
safety radio systems. P25 is a suite of standards for digital radio communications equipment that enables public
safety responders to communicate with each other, improving response times and increasing the effectiveness of
communications equipment. Currently, the County’s intergovernmental 800 MHz radio system is a proprietary
product of Motorola, who installed and maintains the equipment.

More specifically this change order request is to provide for the equipment, instaliation and warranty required for the
migration to P25 technology at the County’s new Public Safety Complex (PSC) utilizing the new Category 5
Communications Shelter and Tower. This change order also includes the equipment and services to upgrade the
existing Pinellas County Radio System Network to Release 7.14 and to convert the existing master site, currently
located at the Ridgecrest Radio Site, to a “hot standby master site”, which wiil be the central point for all system
traffic in each P25 zone.

Payments for Change Order No. 7 will be made upon completion of each of the following five (5) milestones:
s Milestone 1 : Contract Design Review (CDR) phase - 25% of the contract price

Milestone 2: Shipment of equipment - 40% of the contract price

Milestone 3: Installation - 20% of the contract price

Milestone 4: Acceptance and beneficial use of the system - 10% of the contract price

Milestone 5: Final acceptance of the system - 5% of the contract price

Previous actions pertaining to this contract in reverse chronological order are:

Change Order No. 6 - Approved by the Board on 01/15/2013

Name Change- Approved by the County Administrator on 05/23/2011

Work Order No. 10-001 - Approved by the County Administrator on 08/10/2010

Change Order No.3, No. 4, & No. 5 - Approved by the Board on 05/06/2008

Change Order No.2 - Approved by the Board on 09/09/2003

Change Order No. 1 - Approved by the Board on 05/03/2003

Release of Expenditures - Approved by the Board on 12/03/2001, 11/20/2001, and 03/13/2001, respectively.
Award of contract- Approved by the Board on 06/27/2000
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Fiscal Impact/Cost/Revenue Summary:

Previous Contract Amount (Original purchase plus change orders) $31,568,602.90
Change Order No. 7 Increase: $ 8,449,850.00
Updated Contact Amount Not to Exceed: $40,018,452 .90

Funds are budgeted within the Penny for Pinellas Capital Improvement Program.

Exhibits/Attachments Attached:
Contract Review
Motorola's Work Order No. 13-001
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CATS# 43559

NON-PURCHASING CONTRACT REVIEW TRANSMITTAL SLIP

PROJECT: Motorola Solutions Work Order No. 13-001
CONTRACT NO.: 990-0909-N ESTIMATEDénXPENDITURE7 REVENUE: amount 16 3,444 50

(Circle or unde choice above.)

In accordance with Contract Administration and its Review Process, the attached documents
are submitted for your review and comment. Please complete this Non-Purchasing Contract
Review Transmittal Slip below with your assessment, and forward to the next Review
Authority on the list, skipping any authority marked “N/A.” Indicate suggested changes
by noting those in “Comments” column, or by revising, in RED, the appropriate section(s) of
the document(s) to reflect the exact wording of the desired change(s).

OTHER SPECIFICS RELATING TO THE CONTRACT:

COMMENTS REVIEWED
REVIEW SEQUENCE DATE SI?I:IH:!.I;{!E c?::' :ﬂ::I)TS & ADDRESSED OR
INCORPORATED

Originator:

Jackie Weinreich {0 olcl% 3 ]’) ZUZJZL WA @Z/\,

(Nsurance in original
lJ |

Risk Mgmt:
Virginia Holscher 1719 . reement
/ (// DS | M

M \ols0 \

Finance:** / g&\,)
Cassandra Williams “ S/ [
i3\

OMB:** | , Cost i35 $F44]50 & |
Eric Naughton v 7/ CLP Pemjed eyt for iy
1 8erger 1) — A 9 cco cec. *ﬂ/,ncs

fro5et ocr8isA el

Don Crowell

Legal: See | ‘Q&AJL Comimercts attachaed

Assistant County

Administrator or “(5/ { g K )
Executive Director: 20'3 \—6 -

Bruce Moeller

Please return to Jackie Weinreich By Click here to enter text..
All inquiries should be made to Jackie Weinreich ext.464-3879.

** See Contract Review Process
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-

Garcia, Rosa

From: Crowell, Don S

Sent: Friday, November 08, 2013 7:23 AM

To: Hostetler, Gina M; Gonya, Paula; Garcia, Rosa; Weinreich, Jacqueline L; Belknap, Miles S;
Moeller, Bruce

Subject: RE: Nov. 19 Motorola agenda item - CATS #43559

Attachments: Re: CIP Project for Motorola Radio System Upgrade; DSC AATF Chng Order 110813.PDF

Attached are my comments and the Approved as to Form Change Order. | did not have the contract review sheet to sign
off on so | hope that these attachments will be sufficient. | have left the original Approved as to Form copy in the
Departmental Pickup bin at the front desk in the County Attorney’s Office with Jackie’s name on it (with the
attachments).

Call if you need something else from our office and | will coordinate it.
Don

Donald S. Crowell

Managing Assistant County Attorney
Pinellas County Attorney's Office
315 Court Street, 6th Floor
Clearwater, FL 33756

Phone: (727) 464-3354

Fax: (727) 464-4147
dcrowell@pineilascounty.org

All government correspondence is subject to the public records law.

From: Hostetler, Gina M

Sent: Thursday, November 07, 2013 2:23 PM

To: Gonya, Paula; Garcia, Rosa

Cc: Crowell, Don S

Subject: Nov. 19 Motorola agenda item - CATS #43559
Importance: High

We are walking the attached item through to be placed on the Nov. 19" BCC Agenda (must be at County Admin. by
Friday morning).

It is currently at OMB. Purchasing is to provide County Admin. with the memo as soon as possible. Please contact Jackie
Weinreich x43879 with any questions.

Thank you!

Gina Hostetler

Admin Support Spec

Pinellas County Safety and Emergency Services
400 S Fort Harrison Avenue, Ste 140
Clearwater, FL 33756

Phone (727) 464-3351

Fax (727) 464-3265

ghostetler@pinellascounty.org



Garcia, Rosa

From: Crowell, Don S

Sent: Thursday, November 07, 2013 8:50 PM

To: Weinreich, Jacqueline L; Moeller, Bruce

Cc: Belknap, Miles S; Mitchell, Gloria

Subject: Re: CIP Project for Motorola Radio System Upgrade

Jackie and Bruce,

I have looked the change order, the scope, the backup previously provided from the historical
Motorola contracts, and the letter provided by the consultant indicating that the scope is
consistent with what they negotiated. As I previously indicated given the time frames desired
for completion, they technical nature of the work outline in the documents, and history to
date I agree that the change order is consistent with my understanding of the business deal
that staff is supporting. I have concerns with the lack of objective specificity in the
measurement of the deliverables and milestones (which cuts both ways), but I understand the
consultant on whom staff is relying is comfortable with the scope as written to meet needs of
the business deal. The key will be during administering the agreement to be very careful
before any payment is made that staff is satisfied that the objective has been met from the
County's perspective. I am also concerned with the front loaded payment schedule that will be
disadvantageous for any practical remedy in the event that the system ends up having actual
function problems (over $5 million (65%) will be paid before installation begins) but again,
this is a business decision. The change order is legal and I will approve it as to form so
you can meet your desired timeframe or will ask that Miles approve it in my absence.

Miles please call my cell at 727-512-3891 at your earliest convenience.
Thanks.

Don

Sent from my iPad

On Nov 7, 2013, at 4:20 PM, "Weinreich, Jacqueline L" <jweinreico.pinellas.fl.us> wrote:

Further FYI...this is what I sent to you last week. So sorry for the inconvenience!!!

Sent: Tuesday, October 29, 2013 1:15 PM

To: Moeller, Bruce; Garcia, Rosa; Lauro, Joseph; Crowell, Don S;
Mancuso, Candis L

Cc: Beim, Donna J; Dempsey, Gary

Subject: CIP Project for Motorola Radio System Upgrade

>
>

>

>

>

>

>

>

> From: Weinreich, Jacqueline L
>

>

>

>

>

>

> Rosa and Candy,

>

> Just wanted to give you, Joe and Don a heads’ up that we and RCC (our consultant) have
completed negotiations with Motorola and that we are initiating paperwork for the November
19th BCC agenda. We are short on time to get this project completed before June 1, 2014
(hurricane season). So, you can expect to see the item on your desks in the coming weeks.

1



@ MOTOROLA SOLUTIONS
Work Order No. 13-001

This Work Order No. 13-001 (*“Work Order”) to Pinellas County Contract Reference No. 990-0909-N,
Motorola Contract Reference No. 04-19786/hmm, dated May 9, 2005 (the “Agreement”) between
Motorola Solutions, Inc. and Pinellas County, Florida, is made and entered into as the last date signed
below ("Effective Date").

1. This Work Order is an integral part of the Agreement. If there are any inconsistencies between
the provisions of this Work Order and the provisions of the Agreement, the provisions of this
Work Order shall prevail.

2. This Work Order includes and is limited to the Equipment, Services, and Warranty to provide and
install a new 7.14 Master Site, MidZone Prime Site and a twenty (20) Channel ASR Site at the
County’s new Public Safety Complex utilizing the new Category 5 Communications Shelter and
Tower. This Work Order also includes the Equipment and Services to upgrade the existing
Pinellas County Radio System Network to Release 7.14 and to convert the existing Master Site,
currently located at the Ridgecrest Radio Site, to a Hot Standby Master Site.

3. The Contract Price will be adjusted as follows:
Original Contract Price $5,149,000.00
Previous Change Order Amounts Change Orders Number 1 — 5 $26,419,602.90
and Work Order 10-001
This Work Order $8,449,850.00
Adjusted Contract Price $40,018,452.90

4.  The Contract Completion Date will be adjusted as follows:

Earliest Work Start Date November 1, 2013
Schedule Completion Date December 31, 2014
5. Exhibits A through F in Section 1 of the Agreement shall remain in full force and effect for the

work to be performed pursuant to the Agreement, and shall not affect parties” duties and
obligations under this Change Order. For purposes of the work to be performed pursuant to this
Change Order, the following Exhibits shall apply.

Exhibit A System Pricing, System Description, Statement of Work, Warranty and
Equipment, Materials and Services List

Exhibit B Payment Terms

6. Customer shall make payment to Motorola, per Exhibit B, within forty-five (45) days of receipt
of Motorola’s invoice.

Work Order No. 13-001 October 29, 2013

Pinellas County Contract No. 990-0909-N, Motorola Contract No. 04-19786/hhm Page | of 2



0 MOTOROLA SOLUTIONS

Except as specifically stated in this Change Order, the Agreement in all other respects is ratified,
confirmed and continues in full force and effect.

In Witness Whereof, the parties have executed this Change Order as of the Effective Date set forth below.

MOTOROLA SOLUTIONS, INC. CUSTOMER:
By: By:
(Signature) (Signature)

Name: Name:

(Print - Block Letters) (Print - Block Letters)
Title: Title:
Date: Date:
Work Order No. 13-001 October 29, 2013
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PINELLAS TOUNTY

PINELLAS COUNTY
CONTRACT

NO. 990-0909-N,
MOTOROLA CONTRACT
NO. 04-19786/HHM

Exhibit A

0 MOTOROLA

The design, technical, pricing, and other information (“Information”) furnished with this submission is proprietary information of Motorola
Solutions, Inc. ("Motorola”) and is submitted with the restriction that it is to be used for evaluation purposes only. To the fullest extent
allowed by applicable law, the Information is not to be disclosed publicly or in any manner to anyone other than those required to evaluate
the Information without the express written permission of Motorola.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark
Holdings, LLC and are used under license. SYMBOL is a trademark owned by Symbol Technologies, Inc., which is a wholly owned
subsidiary of Motorola Solutions, Inc. All other trademarks are the property of their respective owners. © 2013 Motorola Solutions. Inc. All
rights reserved.
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SECTION 1

STATEMENT OF WORK

Motorola will provide the installation and configuration of the following equipment at the specified
locations.

Site Name Major Equipment

Pinellas County Radio Upgrade the current Network from ASTRO 7.9
System Network to ASTRO 7.13

Pinellas County PSC Install a new ASTRO 7.14 Master Site, New
Category 5 Communications ASTRO 7.14 MidZone Prime Site and New 20
Shelter channel ASTRO 25 ASR Site

Pinellas County Radio Completion of Upgrade of the Entire Pinellas
System Network County Network to ASTRO 7.14

This document delineates the general responsibilities between Motorola and Pinellas County as
agreed to by this Work Order No. 13-001.

1.1

MOTOROLA RESPONSIBILITIES

Motorola’s general responsibilities include the following:

1.2

Perform the installation of all Motorola supplied equipment.

Schedule the implementation in agreement with Pinellas County, based on an agreed to Customer
Design Review.

Coordinate the activities of all Motorola subcontractors under this Work Order.
Administer safe work procedures for installation.

Provide Pinellas County with full As-Built Documentation at the conclusion of the project.

PINELLAS COUNTY RESPONSIBILITIES

Pinellas County general responsibilities include the following:

Provide access to all buildings, equipment shelters, and towers required for system installation.
With Motorola’s assistance. obtain all FCC licensing required.
With Motorola’s assistance, obtain frequencies for project as required.

Customer agrees to use Suncoast C&E, Inc. located at 3195 Tech Drive North, St. Petersburg,
Florida, as the dedicated delivery point, for receipt, inventory and storage of equipment prior to
delivery to the site(s).

Coordinate the activities of all Pinellas County contracted vendors or other contractors.

Pinellas County, FLorida September, 2013
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Motorola has made several assumptions in preparing this proposal, which are noted below. In order to
provide a firm quote, Motorola will need to verify all assumptions or seek alternate solutions in the
case of invalid assumptions.

e Approved FCC licensing provided by the customer.

* Any required system interconnections not specifically outlined here will be provided by the
Customer. These may include dedicated phone circuits, or other types of connectivity.

1.3 ~ CONTRACT AWARD (MILESTONE)

1.3.1  Contract Administration

Motorola Responsibilities

» Assign a Project Manager as the single point of contact with authority to make project decisions.
* Assign resources necessary for project implementation.

s  Set up the project in the Motorola information system.

o Schedule the project kickoff meeting with the Customer.

Customer Responsibilities

» Assign a Project Manager as the single point of contact responsible for Customer signed
approvals.

»  Assign other resources necessary to ensure completion of project tasks for which the Customer is
responsible.

Completion Criteria
» Motorola internal processes are set up for project management.
¢ Both Motorola and the Customer assign all required resources.

»  Project kickoff meeting is scheduled.

1.4 PROJECT KICKOFF

Motorola Responsibilities

o Conduct a project kickoff meeting during the Contract Design Review (CDR) phase of the
project.

» Ensure key project team participants attend the meeting.
» Introduce all project participants attending the meeting.

e Review the roles of the project participants to identify communication flows and decision-making
authority between project participants.

s Review the overall project scope and objectives with the Customer.

» Review the resource and scheduling requirements with the Customer.

OctoberSeptember, 2013 Pinellas County, FLorida
Use or disclosure of this proposal is subject Pinellas County Contract No. 990-0909-N, Motorola Contract No. 04-19786/hhm
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e Review the Project Schedule with the Customer to address upcoming milestones and/or events.

e Review the teams’ interactions (Motorola and the Customer), meetings, reports, milestone
acceptance, and the Customer’s participation in particular phases.

Customer Responsibilities
e The Customer’s key project team participants attend the meeting.

¢ Review Motorola and Customer responsibilities.

Completion Criteria
* Project kickoff meeting completed.

* Meeting notes identify the next action items.

1.5  CONTRACT DESIGN REVIEW

Motorola Responsibilities
* Meet with the Customer project team.

e Review the operational requirements and the impact of those requirements on various equipment
configurations.

* Establish a defined baseline for the system design and identify any special product requirements
and their impact on system implementation.

* Review the System Design, Statement of Work, Project Schedule, and Acceptance Test Plans,
and update the contract documents accordingly.

e Discuss the proposed Cutover Plan and methods to document a detailed procedure.

e Submit design documents to the Customer for approval. These documents form the basis of the
system, which Motorola will manufacture, assemble, stage, and install.

e Prepare equipment layout plans for staging.

e Provide minimum acceptable performance specifications for microwave, fiber, or copper links for
any customer supplied links.

e Establish demarcation point to define the connection point between the Motorola-supplied
equipment and the Customer-supplied link(s) and external interfaces for any customer supplied
links.

¢ Perform Frequency Coordination and file PCN.
Customer Responsibilities
e The Customer’s key project team participants attend the meeting.

e Make timely decisions, according to the Project Schedule.

Completion Criteria

e Complete Design Documentation, which may include updated System Description, Equipment
List, system drawings, or other documents applicable to the project.

¢ Incorporate any deviations from the proposed system into the contract documents accordingly.
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e The system design is “frozen,” in preparation for subsequent project phases such as Order
Processing and Manufacturing.

e A Change Order is executed in accordance with all material changes resulting from the Design
Review to the contract.

1.6 DESIGN APPROVAL (MILESTONE)

e The Customer executes a Design Approval milestone document.

1.7 MANUFACTURING

Motorola Responsibilities

e Manufacture the Fixed Network Equipment (FNE) necessary for the system based on equipment
order.

Customer Responsibilities

» None.

Completion Criteria

» FNE shipped CCSI for Staging

1.8  MANUFACTURE NON-MOTOROLA EQUIPMENT

Motorola Responsibilities

e Manufacture (third party equipment suppliers) non-Motorola equipment necessary for the system
based on equipment order.

Customer Responsibilities

e None.

Completion Criteria

o  Ship non-Motorola manufactured equipment to either CCSI for Staging, or the county designated
storage facility if it is non-staged field equipment.

1.9  DEVELOP MOSCAD TEMPLATES

Motorola Responsibilities

s Motorola assists the Customer in defining each MOSCAD template.
Customer Responsibilities

e Approve templates.

Completion Criteria

e Templates completed and approved by the Customer.
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110 STAGE SYSTEM

Motorola Responsibilities
o Set up and rack the system equipment on a site-by-site basis, as it will be configured in the field.

* Label the cables with information to specify interconnection for field installation and future
servicing needs.

s Assemble required subsystems to assure system functionality.

s Power up, program, and test all staged equipment.

¢ Confirm system configuration and software compatibility to the existing system.
o Load application parameters on all equipment.

o Complete programming of the Fixed Network Equipment.

¢ Inventory the equipment with serial numbers and installation references.

¢ Complete system documentation.

o Third party subsystems may be staged at the manufacturer’s facilities and integrated in the field.
Customer Responsibilities
s Provide information on existing system interfaces as may be required.

Completion Criteria

o System staging completed and ready for testing.

111 PERFORM STAGING ACCEPTANCE TEST PROCEDURE

Motorola Responsibilities

o Test and validate system software and features.

* Functional testing of standard system features.

¢ Conduct site and system level testing.

* Power up site equipment and perform standardized functionality tests.
Customer Responsibilities

e Review and approve Factory Test Plan Results.

Completion Criteria

* Approve Factory Acceptance Testing.
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1.12

1.13

1.14

1.15

SHIP EQUIPMENT TO FIELD

Motorola Responsibilities
® Pack system for shipment to final destination.

e Arrange for shipment to the field.

Customer Responsibilities

e None.

Completion Criteria

o Equipment ships from CCSI facility to the Pinellas County designated storage facility.

SHIP ACCEPTANCE (MILESTONE)

e All equipment shipped to the Pinellas County designated storage facility.

CIVIL WORK FOR THE CUSTOMER PROVIDED FACILITIES

Motorola Responsibilities
» Provide Antenna Mounting for sites as needed.

e Provide any new outlets as needed.

Customer Responsibilities
» Secure site access as required.

» Resolve any environmental issues including, but not limited to, asbestos, structural integrity
(rooftop, water tank, tower, etc.) of the site, and any other building risks. (Resolve environmental
or hazardous material issues).

e Pay for usage costs of power and generator fueling, both during the construction and installation
effort, and on an ongoing basis.

¢ Complete all customer deliverables in accordance within the approved project schedule.

Completion Criteria

All sites are ready for equipment installations in compliance with Motorola’s Standards and
Guidelines for Communication Sites (R56).

SYSTEM INSTALLATION

Motorola Responsibilities
* Receive and inventory all equipment at the Pinellas County designated storage facility.

o Should Pinellas County System Experience interference, Motorola can be contracted to
investigate the source and recommend solutions to mitigate the issue.

OctoberSeptember, 2013 Pinellas County, FlLorida
Use or disclosure of this proposal is subject Pinellas County Contract No. 990-0909-N, Motorola Contract No. 04-19786/hhm
to the restrictions on the cover page.

1-6 Statement of Work Motorola Solutions Confidential Restricted @



e Install system equipment as specified by the Equipment List, System Description, and system
drawings.

¢ Bond the supplied equipment to the site ground system in accordance with Motorola’s Standards
and Guidelines for Communication Sites (R56).

Customer Responsibilities
e Provide access to the sites, as necessary.

¢ Provide removal or disposal of unused equipment.

Completion Criteria

¢ Fixed Network Equipment installation completed and ready for optimization.

116  FIXED NETWORK EQUIPMENT INSTALLATION COMPLETE

o All fixed network equipment installed and accepted by the Customer.

117  SYSTEM OPTIMIZATION

Motorola Responsibilities

e Verify that all equipment is operating properly and that all electrical and signal levels are set
accurately.

e Motorola and its subcontractors optimize each subsystem.
e Verify communication interfaces between devices for proper operation.

e Test features and functionality are in accordance with manufacturers” specifications and that they
comply with the final configuration established during the CDR/system staging.

e Connect MOSCAD RTUs.

e  Verification of MOSCAD communications path between central and remote locations.
o  Verification of MOSCAD remote alarm in puts and control outputs.

Customer Responsibilities

e Provide access/escort to the sites as required.

Completion Criteria

» System FNE optimization is complete.

1.18  OPTIMIZATION COMPLETE

e System optimization is completed. Motorola and the Customer agree that the equipment is ready
for acceptance testing.
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1.19  TRAINING

Motorola Responsibilities

e Training is included.

120 AUDIT AND ACCEPTANCE TESTING

Motorola Responsibilities
e Test individual components of the system to verify compliance to the equipment specifications.
¢ Repeat any failed test(s) once Motorola (or the Customer) has completed the corrective action(s).

s  Prepare documentation of component tests to be delivered as part of the final documentation
package as required.

Customer Responsibilities
e  Witness tests if desired.
Completion Criteria

o Successful completion of equipment testing.

121 PERFORM FUNCTIONAL TESTING

Motorola Responsibilities

e Verify the operational functionality and features of the individual subsystems and the system
supplied by Motorola, as contracted.

o If any major task as contractually described fails, repeat that particular task after Motorola
determines that corrective action has been taken.

o Document all issues that arise during the acceptance tests.

o Document the results of the acceptance tests and present to the Customer for review.
s Resolve any minor task failures before Final System Acceptance.

Customer Responsibilities

e  Witness the functional testing.

Completion Criteria

o Successful completion of the functional testing.

o Customer approval of the functional testing.
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Customer Responsibilities
— Attend meetings.

— Respond to issues in a timely manner.

Completion Criteria

— Completion of the meetings and submission of meeting minutes.

1.27 PROGRESS MILESTONE SUBMITTAL

Motorola Responsibilities

e Submit progress (non-payment) milestone completion certificate/documentation.

Customer Responsibilities

e Approve milestone, which will signify confirmation of completion of the work associated with
the scheduled task.

Completion Criteria

e The Customer approval of the Milestone Completion document(s).

1.28 CHANGE ORDER PROCESS

Either Party may request changes within the general scope of this Agreement. If a requested change
causes an increase or decrease in the cost or time required to perform this Agreement, the Parties will
agree to an equitable adjustment of the Contract Price, Performance Schedule, or both, and will
reflect the adjustment in a change order. Neither Party is obligated to perform requested changes
unless both Parties execute a written change order.
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ASTRO 25 is optimized for the rigorous demands of public

safety, providing reliable communications. When an emergency
involves multiple agencies, first responders can share voice and
data communication among their teams. In addition, centralized R E L' AB LE

VOICE & DATA

command and control can deploy resources efficiently, maintain
communication security, and track personne] effectively. See

Figure 2-1 below. INTEGRAT D
AS ONE

[ ]
Using Project 25 standards, ‘e «*  Immediate voice

share information & when it is needed most

coordinate response

((( ))) ASTRO 25

Integyrated
Vaice & Data
Network

Interoperability with Flexibility & modularity built in,
other agencies for taking you into the future
multi-agency response

Figure 2-1:ASTRO 25 Integrated Voice and Data Network
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SECTION 2

SYSTEM DESCRIPTION

21 PURPOSE AND SCOPE

This document is intended to provide a general overview of the ASTRO®25 simulcast trunked
system proposed for the Pinellas County. This includes:

e The7.9to7.13 and 7.13 to 7.14 Upgrades will be performed on the current Pinellas County 7.9
infrastructure.

¢ The Dynamic System Resilience (DSR) for the Pinellas County system will be installed at the
Ridgecrest Master site and the new Pinellas County Public Safety Complex (PSC).

e The Geographically Redundant Prime for the Pinellas County MZ Simulcast Sub system will be
installed at the Ridgecrest Master site and the new Pinellas County Public Safety Complex (PSC).

e The 20 channel ASR site will be installed at the Pinellas County Public Safety Complex (PSC).

211 Overview

ASTRO 25 is the most widely used Project 25, Mission-Critical, Integrated Voice and Data (IV&D)
communication network for public safety agencies. Installed worldwide, ASTRO 25 solutions meet
and exceed IV&D requirements for day-to-day operations, as well as emergency response in the most
demanding situations. ASTRO 25 is a wireless platform that combines uncompromising, real-world
performance and the legendary reliability of Motorola Solutions, Inc. (Motorola).

A PLATFORM WITH

UNPARALLELED
FLEXIBILITY

From single-site to nationwide deployments, ASTRO 25 is a flexible, modular network with
advanced call processing capabilities designed to meet the needs of public safety. ASTRO 25 can
adapt to accommodate additional users, increased geographic coverage, enhanced data applications,
and connectivity to other networks—all to ensure an efficient and cost-effective solution for decades

to come.
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2.2  THE BENEFITS OF ASTRO 25 IP TECHNOLOGY

Motorola’s proposed solution for Pinellas is our ASTRO 25 platform with IV&D, the foundation of
the Mission-Critical portfolio. ASTRO offers a Project 25, standards-based Internet Protocol (IP)
modular solution, providing your first responders with:

s Cost savings — ASTRO 25 reduces costs by integrating your
voice and data needs into a single solution.

e Interoperability — ASTRO 25 is compliant with APCO A ST R (} 25
Project 25 standards, offering seamless interoperability with D
other compliant systems and radios, putting the highest level WHEN MISSION

of interoperability in the end-users’ hands, without the need CRITICAL
of gateways or console patches. COMMUNICATIONS

o  Reliability — Pre-release software and upgrade testing, third- DEMAND PROJECT 25
party hardware and software certification process, fault- INTEROPFRABILITY
tolerant architecture with multiple fallback modes, multiple & IPFLEXIRIITY

levels of redundancy, and real-time network and security
monitoring provide Mission-Critical reliability.

o Increased security — Information Assurance (IA) enhances
the confidentiality, integrity, and availability of the Radio Network Infrastructure (RNI). Multiple
encryption algorithms keep end-to-end voice and data transmissions confidential.

o Enhanced productivity — Easy and intuitive interfaces to critical, real-time information is
delivered to users when and where they need it.

o  Flexibility — Scalable, flexible design allows ASTRO 25 to dynamically adapt to the operational
demands of any size organization. The IP-based design supports a unique mix of voice, data, and
geographical requirements, permitting easy system enhancements as the users’ needs evolve.

A description of the features, benefits, system architecture, and hardware components are provided in
this document.

23  ASTRO 251P SYSTEM FEATURES

An ASTRO 25 system is a feature-rich, modular platform that consists of a Core site, which may
include ASTRO 25 RF sites and simulcast cells. This section discusses the various key features and
equipment components that comprise the proposed system.

2.3.1  Master Site

The master site is the central point for all system traffic in each ASTRO 25 zone. Call processing and
system management occur at the master site. The Voice and Data call processing for each zone is
performed by the Zone Controller. The Zone Controller(s) maintain constant communication between
the RF Sites, Simulcast Sites and Network Management (NM) sub-systems via the Network
Transport Subsystem.

2.3.2 Dynamic System Resilience (New Feature to Pinellas County System)

A master site can be redundant, consisting of a primary master site, and a back-up master site. This is
known as the Dynamic System Resilience (DSR).

Pinellas County, FLorida September, 2013
Pinellas County Contract No. 990-0909-N, Motorola Contract No. 04-19786/hhm Use or disclosure of this proposal is subject
to the restrictions on the cover page.

@ Motorola Solutions Confidential Restricted System Description 2-3



233

2.3.4

The Dynamic System Resilience (DSR) feature automatically maintains critical radio system
communications in the event of a catastrophic master site failure. DSR ensures your system will
remain active, with no loss of features at your most critical time of need—thus maintaining strategic
communications and preserving the safety of your organization. During such a failure, DSR maintains
full system functionality, including network management features and core component redundancy.
The switch between master sites is automatic and seamless, with minimal interruption to radio system
users.

The Zone Controllers are the heart of the voice subsystem. For each zone in a DSR system, two
dedicated Zone Controller applications exist in each master site. The four Zone Controllers securely
communicate to select one active Zone Controller; the selection algorithm is weighted to give
preference to the primary core.

Remote sites and remote zones’ active Zone Controllers establish control links with whichever of the
four is active. Critical (or all) remote sites have an additional site link to the backup core to support
wide-area trunking if the master site with the primary core fails completely. Recovery from failures to
the voice subsystem is automatic, i.e., not requiring end-user action.

DSR introduces redundant data subsystem components that switch independently of the voice
components. Data component failures and switchover do not impact voice system operation. Per
zone, per enabled data service (IV&D and/or High Performance Data [HPD]), a backup Packet Data
Gateway (PDG) is added to the backup core. Also, a second Gateway GPRS Support Node (GGSN)
is required in the system for backup. Each core within a zone has access to a separate GGSN.

In Multi-Zone systems, the master site’s GGSN is shared between a zone's primary core and another
zone's backup core. Note that more than two GGSNs in a DSR system can be configured. Each
redundant pair of PDGs is associated with a redundant pair of GGSNs. Note that multiple pairs of
PDGs can share a single pair of GGSNs. Additionally; redundant Customer Network Interface (CNI)
paths are provided to each Customer Enterprise Network (CEN) in the system. As with remote sites,
the PDGs are aware of the four Zone Controllers and establish connections for mobility information
with the active one.

Geographically Redundant Prime Site (New Feature to Pinellas County
System)

This feature enables continued normal wide-area simulcast subsystem operations as a part of the
complete ASTRO 25 system, even after a catastrophic prime site failure.

This will be installed on the Pinellas County MZ simulcast subsystems that cover a large number of
users in high density areas.

Geographically separated Redundant Simulcast Prime Sites maintain wide-area simulcast trunking
operation with wire-line dispatch even if one prime site is destroyed — natural disaster, terrorism, etc.

Network Management System

The Network Management (NM) system can be viewed as a set of software applications or tools used
to manage the ASTRO 25 wide-area trunked radio system and its constituent components.

The NMS supports the following services:
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o Network Monitoring — Applications are included for monitoring the status of the transport
network and the individual infrastructure components; displaying status information; forwarding
alert information; and performing diagnostic procedures.

o Configuration Management — Facilities are provided for entering and maintaining the
operational parameters of the infrastructure components and user devices (i.e., the mobile and
portable radios).

*  Accounting Management — NMS supports the tracking of radio usage of the system by providing
an optional interface to third-party accounting and/or billing applications.

e Performance Management — Standard and optional applications are available for monitoring,
reporting, controlling, and optimizing the use of system resources.

e Security Management — NMS includes features for setting user privileges and controlling their
access to view and/or modify information contained in the configuration databases.

The Network Management subsystem will include the following servers at the zone and system levels
of the ASTRO 25 system.

o NMS Zone-level Servers (one each per zone) — Air Traffic Router, Zone Database Server,
Unified Event Manager (UEM), and Zone Statistics Server.

o NMS System-level Servers — User Configuration Server (UCS) and System Statistics Server.
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Table 2-1: Unified Event Manager (UEM) Features and Benefits

Feature

Optimized
Discovery
Based on
System Design

Benefit

UEM supports subnet discovery of the IP addresses which
are designated for radio system devices. This translates to an
efficient device discovery process.

Discovery of
Fault Managed
Devices

Based on the device type the UEM has pre-determined rules
for discovery of the custom entities supported on the device.
Additional rules are used for event translation and alarm
generation.

Fault Manager
Registration

Procedures in place to register the manager’s IP address as a
trap/inform destination.

Centralized System Managers can view the ASTRO 25 system status and
View of the quickly isolate problems to the board level.

Communication

s Network

Intuitive System Managers are quickly notified of failures on the

Graphical User
Interface (GUI)

system and can diagnose device problems. Summary and
Detail maps provide a graphical display of site status in their
geographical location within the system.

Active Alarms
View and Alarm
Summary

Persistent single view of all failure conditions (“What'’s
Inoperable”) in the network and a quick reference summary of
alarms by severity, allowing users to quickly pinpoint the
highest priority failures.

Secure Device
Access

SNMPv3 protocol with SHA and AES 128-bit encryption to
prevent security breach attempts.

Role-Based
Access Control

Assignment of user privileges for access to views and
operational capabilities.

Email
Notifications

User-specified event notifications are sent via secure email or
forwarded to a portable mobile device, which allows System
Managers to work away from the System Management
Terminal but remain aware of system events.

Fault Reporting

Event history data is auto-archived and exported for further

Capabilities analysis and reporting.

Remote Remote state change capability helps to service remote
Command devices and avoid unnecessary trips to the sites for
Operation troubleshooting.

Network Tabular view of the devices and their associated status.
Inventory

Audit Trail and
Job Status

Traceability and status for commands and actions executed.
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The UEM is optimized to quickly discover the devices in our network—making installation and setup
quick and error-free. The UEM has a built-in capability to identify the type of device it is discovering;
it will activate the pre-determined rules for discovery of the devices, which results in faster event
translation and alarm generation in the manager. Each device, via its various entities (i.e., fan, power
supply, etc.), will quickly inform the manager what it needs to monitor. Procedures built into the
UEM will configure the IP address in the device to give the correct path for sending its information
during operation.

Quick and accurate interpretation of the system activity is crucial in effective management of the
devices. The UEM translates the events into intuitive information, which will inform the user of either
the severity of the failure or implication of the event.

UEM translates the events into active alarms, which make the user aware which events require
immediate attention versus more minor events/alarms. The alarm view dynamically updates based on
the condition of the reported device (i.e., the alarm will be cleared from the alarm view when a device
sends a clear event to the UEM).

The Reliable Communication design in the UEM provides Supervision and Synchronization services:

*  Supervision — Provides periodic SNMP Polling to ensure communication is established with each
device on the network. The UEM generates communication failure alarms/events when
communication between the agent and the manager fails.

s Synchronization — Used to ensure the accuracy of the state that the device is reporting. If the
connection between the UEM and the device is lost, the device will queue up the missed fault
events and re-send when the connection is re-established. These Motorola-defined procedures
were put in place to enhance the reliability of basic SNMPv3 trap messaging. These procedures
manage the re-synchronization of missed failures. The UEM utilizes SNMPv3 informs to enable
the device to detect whether the connection has been interrupted.

o  Northbound Interface (NBI) — A real-time event stream using a standard industry protocol that
can escalate events to a higher-level management application for added flexibility. NBI is
provided for customers who prefer to manage their network with existing tools. The UEM
handles the custom/proprietary interfaces to the network elements. The NBI provides a published
fault event API to the customer’s manager, which allows them to manage both Motorola and non-
Motorola devices. The NBI agent supports SNMPv3 and uses a SNMPv3 User-based Security
Model (USM) for secure communications with the UEM. The Fault Management Services
provided with NBI are: Quick Synchronization — MOM requests more recent activity to update on
health; File-Based Synchronization — Request to generate a file for missed information; and
UEM-NMS Communication Link Supervision to notify of any interruption.

MOSCAD NFM System

The MOSCAD Network Fault Management (NFM) system is an end-to-end solution which collects
alarms from devices and equipment at Motorola communication sites; then it sends the information to
the Graphic Master Computer (GMC) server and UEM, where the information is stored so that it can
be displayed and analyzed by system technologists and managers. Features and benefits of the
MOSCAD NFM system are outlined in Table 2-2 below.
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Table 2-2: MOSCAD NFM System Features and Benefits

Feature

Collection of
Environmental
Alarms

Benefit

A single SDM3000 supports data interfaces and digital alarm
inputs to site equipment such as doors, tower lights, UPS,
security, and third-party devices.

Data Interfaces
to Site

The SDM3000 collects alarms and values from a wide range
of Motorola stations, Microwave Radios, Channel Banks,

Equipment Frequency Standards, and more via RS232, SNMP V1 & V3,
and IP.

Collection of The SDM3000 interfaces to site equipment with analog

Analog outputs such as temperature sensors, fuel sensors, RF

Information Power sensors, etc.

Initiation of Site

The SDM3000 interfaces to site equipment which can be

Controls controlled, such as doors, generators, security, equipment
switching, etc.

Local Web The SDM3000 incorporates a built-in Web Server so that

Server Service Technologists can view alarms of equipment and
devices while on site or over the ASTRO network
infrastructure.

Reliable The SDM3000 provides reliable communications to the GMC

Communications

and UEM via encrypted SNMP V3.

Intuitive Drill
Down Display of
Alarms

The GMC incorporates an intuitive “Drill Down” display of
alarms: Multi-Zone level, Zone level Map Screen, Site level,
Device level, and Alarm level.

Intuitive
Representation
of Equipment

Chassis view graphics of the equipment are displayed on the
GMC and GWS GUI, giving System Technologists an
immediate understanding of the equipment and
subcomponent which is in alarm.

Analog Display
Screen

Graphical meters display the analog information of the site
(i.e., Generator Fuel Level).

Equipment
Control Screen

Equipment and devices and be controiled (turned On/Off,
Open/Closed) from the control screen.

Immediate
Update of Alarm
Status

A combination of polling from the GMC and event reporting
from the SDM3000 ensure alarm information is displayed on
the GMC/GWS as quickly as possible.

Auto Archive of
Alarms

Alarm information is automatically archived on the GMC
server for future access by the Historical Alarm Report tool.

User-Defined
Historical Alarm
Reports

Historical Alarm data in the SQL database on the GMC can
be easily accessed to produce reports with the Report
Generator function.
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Muiltiple User
Levels

Feature Benefit

Up to 8 user levels, ranging from Administrator to Guest,
allow definition of operational capabilities from system
configuration through system control to viewing and
acknowledgment of alarms.

Alarm Summary
Window

The Alarm Summary Window lists all time stamped alarms
and can be sorted by Zone, Site, and Equipment, and by
acknowledged/un-acknowiedged alarms. This allows users
to quickly identify any issues with their system.

Station Values

Station and Microwave values such as RSSI, BER, RF

Displayed Power, and VSWR are displayed on the GMC/GWS,
providing System Technologists with analytical information
on the site they are troubleshooting.

Remote A terminal window on the GMC/GWS allows remote

Configuration configuration of analog QUANTARs and TeNSr Channel

Banks.

Alphanumeric
Paging of Alarms

The GMC/GWS can send specified descriptive alarm
messages to alphanumeric-capable pagers over paging
networks such as SkyPager or Skytel.

Client View of
Multi-Zone
System

Each GWS client can view alarms from each zone level
GMC server, which minimizes the total number of clients
needed in the system.

GMC Server and GWS Client

The MOSCAD NFM GMC server and GWS client is an NFM solution specific to Motorola
communications systems. The NFM application graphic screens depict current system status; the user
can easily navigate from a macroscopic system view down to the individual site details. RF site
alarms are time stamped, stored in the alarm history database, and accessed by the Report Generator
utility, which helps the user to filter alarms and events, then displaying, printing, and exporting them.

One GMC is required per Zone, and all the GWS clients (up to 16) view the real-time system alarms,
status, and controls from all GMC servers.

GMC Server and GWS Client Graphics

The GMC/GWS NFM application has been developed to provide several layers of screens. The first
layer is the System Overview Screen: a map showing the site locations with each site location icon
selectable. The second screen layer is the individual site screen (Figure 2-2), graphically showing the
exact equiprent at each site with selectable equipment graphic icons. A third layer of screens is the
individual site component hardware, such as GTR, Microwave, Rubidium standard, and other site
support equipment, including environmental alarms. Alarm icons on the site equipment graphic show
which module (i.e., Power Supply) is in alarm; selecting that icon provides a list of the alarms for that
module. All alarms are also shown on the alarm summary screen.
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The CWR consists of’

e  Core Gateways— perform the routing control of audio and data in and out of the zone, while
achieving the fast access levels required by real-time voice systems.

o  Gateway Routers—used for devices that are multicasting beyond their local LAN, such as to
IV&D and High Performance Data (HPD) packet data gateways.

Redundancy

To ensure system availability, the Transport Network provides:

¢ Redundant Ethernet switches.
¢ Redundant routers.

2.3.11 Information Assurance Elements

The integration of Information Assurance (IA) is another step towards continuing enhancement,
ensuring these mission-critical networks remain operational so users can do their jobs better and more
efficiently.

The next several paragraphs explain some of the processes, hardware, and software that can be
implemented with an ASTRO 25 system. We will work closely with your security team to ensure this
system experiences minimal disruption due to outside sources. The following sections list several of
the key services that are provided in our IA package.

Router Access Control List

The Router Access Control List feature provides basic packet filtering capabilities provided by
routers. A router’s primary function is to route traffic. Routers are not designed to provide the fine
grained packet inspection that firewalls typically provide.

TCP/IP traffic filtering is employed at core, exit, gateway, and site routers to enhance the security of
the network. The security enhancement is realized by only allowing traffic for a combination of
predefined subnets, hosts, and protocols. All other traffic not defined in the Router Access Control
List is dropped by the router. Some examples of traffic that would be dropped by the router may
include traffic to/from illegitimate IP address, some known insecure protocols, and specific port
numbers that support known Denial of Service attacks. The Access Control Lists employed on the
routers are configured with a “deny-by-default” policy. This policy forces the router to drop packets
that have not been explicitly defined as allowed.

Centralized Authentication

Centralized Authentication provides one control point for identification, authentication, and
authorization services. Authentication is proving who you are. Authorization is what you are allowed
to do once you are determined to be authentic. Authorization can define what functions and
operations user can perform, and on what devices. Accounting is the paper trail. Accounting is
included in this feature and a limited authorization implementation is also part of the feature. It also
addresses identity management within the ASTRO 25 network through a centralized user credentials
(account and password) database. Identity management includes the management of user accounts,
contact details of user accounts, and system user accounts. A Centralized Authentication subsystem
consists of a group of computers, which uses or offers services to organizational units for the purpose
of administrative and policy management.
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Ethernet Switch Port Security

The Ethernet Switch Port Security feature of the proposed ASTRO 25 system for Pinellas utilizes two
methods: MAC Port Lockdown and 802.1x capability for Service Ports.

The MAC Port Lockdown feature provides a layer of security at the physical location of the
equipment. MAC Port Lockdown prevents unauthorized access to the system via ports on a network
switch by locking each port to one or more MAC addresses. Access to the system via a locked port is
denied to any devices with MAC addresses not matching the address(es) locked to that port.
Information sent to the locked address cannot be hijacked and directed out to the port of an intruder.
MAC Port Lockdown also controls address learning on the switch, which prevents station movement
at remote sites.

The 802.1X feature is added to the GCP 8000 Ethernet service port and may also be added to HP
switches when a service port is desired. The IEEE 802.1X standard defines port-based, network
access control that is used to provide authenticated network access for Ethernet networks. Port-based
network access control uses the physical characteristics of a switched LAN infrastructure to
authenticate devices that are attached to a switch port. The ability to send and receive frames using an
Ethernet switch port is denied if the authentication process fails.

Centralized Event Logging

The Centralized Event Logging Services feature allows central collection of system events from
logging-enabled devices in the ASTRO 25 network. Because of the industry need for increased
security, all devices sold by Motorola will have built in logging functionality. As a result, there may
be potentially hundreds of logging-enabled devices in a large ASTRO 25 system. Thanks to a
centralized mechanism for collecting event logs, network and security administrators are able to
manage and review log file information without having to access every network element individually.
It provides customers with an accepted IT industry standard solution for collecting and managing
system information at a central repository.

The recording of system information is needed to establish accountability for system events and for
the actions of system entities that cause them. Logging of system events creates an audit trail by
providing evidence of access control, change management, and accountability, which can support the
detection, and subsequent investigation of security breaches.

Zone Core Protection

Zone Core Frotection (ZCP) is a feature that provides the hardware and software necessary to protect
the Radio Network Infrastructure (RNI) from potential attacks that originate from Remote Sites or the
communication links that Remote Sites utilize.

The ZCP feature provides TCP/IP traffic filtering in the ASTRO 25 Radio Network Infrastructure to
enhance the security of the network. The traffic filtering is implemented by Stateful Packet Inspection
firewalls. This security enhancement is realized by only allowing traffic for a combination of
predefined subnets, hosts, and protocols. All other traffic not defined as valid for the ASTRO 25
network is dropped by the firewall. Some examples of traffic that would be dropped by the firewall
may include traffic to/from illegitimate IP address, some known insecure protocols, and specific port
numbers that support known Denial of Service attacks.

The firewalls implemented by the ZCP feature are configured with a “deny-by-default™ policy. This
policy forces the firewall to drop packets that have not been explicitly defined as allowed. ZCP
provides traffic filtering specifically between the Master Site and Remote Sites, and between different
zones. A pair of firewalls is introduced by the ZCP feature to provide this traffic filtering. Pair of
Ethernet LAN switches are also introduced to provide connectivity between the firewalls and the
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associated core and exit routers. These LAN switches, referred to as Mediation LAN switches, also
provide connectivity for an optional Centralized Logging Server and traffic monitoring points. These
firewalls and switches are deployed in redundant pairs to allow the feature to operate with a single
component failure.

Service Access Architecture

The Service Access Architecture feature provides secured communications access between the Radio
Network Infrastructure (RNI) and service users. The feature can be viewed as four primary access
scenarios as follows:

1. Access to the RNI from Motorola System Support Center via dedicated WAN connection.

2. Access to the RNI via dial-up connection provided by modem located in the DMZ (the service
user for this scenario may be Motorola service users or customer based service users).

3. Access to the RNI via dial-up connection provided by modem located at Simulcast Prime Site
(the service user for this scenario may be Motorola service users or customer based service users).

4. Access to the RNI via LAN switch located at a remote site (the service user for this scenario may
be Motorola service users or customer based service users)

These scenarios provide access to services for the service user such as remote control of devices,
diagnostics, file transfer, security monitoring, and fault management. Secure remote access to these
services allows a reduction in cost for maintenance of the radio network and reduced response time
for issue resolution.

Securing Protocols with SSH

The ASTRO 25 system consists of many components that communicate with each other using a
variety of standard protocols. Many of these protocols are not secure. This creates a serious risk to the
network. There are various levels of risk associated with different protocols. The highest risk is
administrative type of protocols that pass authentication parameters (i.e., passwords) in the clear.
Capturing this information by sniffing the network can lead to unauthorized access to a device, which
constitutes the most severe compromise of data and network security.

Secure Shell (SSH) addresses this threat by providing secure alternatives for clear file transfer and r-
command protocols. Specifically, the following clear protocols (non-secure protocols) are replaced:
telnet, FTP, TFTP, rlogin, rsync, rcp, and rsh. The use of the targeted clear protocols, currently used
in our systems, is prohibited in certain portions of the public-safety radio market. The reduction of
clear protocol usage is necessary to sustain Authority to Operate (ATO) certification for U.S. federal
systems and is increasingly identified as a mandatory system requirement for non-federal systems.

SSH provides a secure point-to-point connection between two different machines where the
connection is encrypted and both ends have been authenticated. Many elements in the ASTRO 25
system will utilize this capability for secure communications.

Radio Authentication (New Feature to Pinellas County System)

ASTRO 25 Radio Authentication provides a mechanism that allows a radio to prove that it is genuine
and therefore can utilize the trunking system. It is based on the P25 TIA 102.AACE Link Layer
Authentication standard; it can be incorporated on existing ASTRO 25 systems and most ASTRO 25
radios, and it allows P25 radios from other vendors to use the feature. Systems without the optional
Radio Authentication feature are susceptible to cloned and otherwise unwanted radios on the system.
Radio Authentication prevents these unwanted P25 radios from successfully unit registering, thus
preventing them from using the services of the system. Unregistered radios cannot listen to calls,
place calls or otherwise disrupt Pinellas' operations.
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2.3.12 Encryption Capabilities

When it is absolutely critical that communications not be monitored by unauthorized parties, radio
systems can be configured with encryption. Encryption ensures only authorized units in the system
can listen to transmissions being made. Encrypted calls are protected end-to-end throughout the
network.

Project 25 Encryption Algorithms

ASTRO systems can be equipped with current Project 25 algorithms and are fully compliant with all
Federal Information Processing Standards (FIPS). The following encryption is available: DES-OFB,
DVI-XL, DVP-XL, DES-XL, AES, and ADP.

Software-Based Encryption Algorithms

Advanced Digital Privacy (ADP) is an entry-level encryption algorithm, offered exclusively by
Motorola. ADP allows users to protect any and all communications from eavesdroppers and scanners
for less cost than the hardware-based encryption algorithms. With Health Insurance Portability and
Accountability Act (HIPAA) compliance being more closely scrutinized, many users are
implementing this cost-effective security option for all of their users.

KVL 4000 Key Variable Loader

The KVL 4000 is Motorola’s encryption Key Variable Loader for
secure enabled Motorola products. Equipped with the Motorola
MCS55 handheld, the key loader is outfitted with state-of-the-art
features and user interface for increased efficiency and
programming flexibility. A large LCD color display, paired with
an easy-to-use alphanumeric keypad, enables simple viewing and
data entry, Built with legendary Motorola quality and security,
the KVL 4000 is built to withstand everyday use in federal and
public safety environments.

KVL4000 Features and Benefits

The KVL4000 utilizes the Motorola MC55 handheld computer
with large 3.5 inch color display, touch screen interface, and
QWERTY keyboard. The device is built to withstand everyday

use in federal and public safety environments. See Figure 2-12. ——
Features of the KVL 4000 are outlined in Table 2-12 below. Figure 2-12: KVL
4000
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Table 2-12: KVL 4000 Features

Feature Description
Automatic key ¢ Automatically generates random keys for any
generation algorithm.
¢ Can auto-generate a single key or a bulk set of
keys.
Enhanced security e FIPS 140-2 Level 3 provides the highest level of

security for your data.
s User timeout automatically logs out the user after a
specified period of inactivity.

o User and administrator authentication allows users
and administrators to perform and restrict firmware
upgrades, changes, and key management.

Dead battery Ability to operate the KVL, including key management and
operation key downloading while charging.

Key Management With store and forward capability, the encryption keys are
Facility support downloaded from the KMF, stored in the KVL, and

delivered to the end units.

2313 System Access Features

To ensure system access, simplify radio operation, and limit operator involvement, the ASTRO 25
platform has many access features, as described below.

Busy Queuing/Call Back

This system has been designed to maximize availability to the end-user. In the unlikely event that all
the channels are busy, a user depressing the Push-To-Talk (PTT) will be given a busy signal, and
placed into a busy queue. When a channel becomes available, the system assigns the users to a
channel via pre-assigned priority levels. Once a channel is assigned, the system notifies the user with
a call back tone. This feature makes it unnecessary for the radio operator to waste valuable time
rekeying the radio in order to gain channel access.

Automatic Retry

If a channel request is not received at the Zone Controller, the individual radio unit continues sending
channel requests until the Controller acknowledges the request, or until a total of 16 automatic retries
occur. This feature eliminates the need for the operator to continually key and de-key the radio, or to

keep the radio keyed in order to gain system access.

Recent User Priority

To ensure uninterrupted communications, a recent radio user priority provides those users who have
been recently assigned a voice channel priority over the other system users. Recent user priority
ensures that a talkgroup engaged in a conversation receives priority system access for up to 10
seconds between transmissions.
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Misdirected Radio Protection

To ensure a radio from one talkgroup cannot accidentally be assigned to a voice channel being used
by a different talkgroup, the system utilizes embedded signaling. If a unit from a different talkgroup is
accidentally assigned the same channel, the radio will recognize that it has been assigned incorrectly,
and will automatically revert to the control channel.

Continuous Assignment Updating

Once a talkgroup is assigned a voice channel, the control channel continues to transmit the channel
assignment for as long as that talkgroup is using the channel. This ensures a radio just coming into
service will be sent to the appropriate voice channel to join the rest of its talkgroup.

Talk Prohibit Tones

In the event a user attempts to perform an unauthorized function as defined by system permissions, a
talk prohibit tone is given.

User Talkgroup Features

To enhance user functionality, the ASTRO 25 platform has many talkgroup features, also known as
group call, as described below. These features are configurable by the System Administrator.

Emergency Alarm/Call

Emergency alarm/call provides users the capability to inform dispatch personnel of a life-threatening
situation. By pressing the radio’s emergency alarm button, an audible and visible alarm and the user’s
ID is sent to the dispatcher and, potentially, other talkgroup members.

In emergencies, the dispatch center is notified immediately, regardless of whether the system is busy.
If one or more voice channels are available, one of those channels will be assigned immediately to the
emergency call when the user presses the PTT switch. The duration of the emergency call can be
defined by the system administrator.

In the event that the system is busy, two alternatives are provided for handling emergency traffic:

¢ Top of the Queue - When an emergency is initiated and no channel is available, the emergency
user is put at the top of the busy queue. As soon as the first user on any channel de-keys, the
emergency caller is assigned that channel. The major advantage to this approach is that there is no
contention for the channel.

e Ruthless Preemption— When an emergency is initiated and no channel is available, the Zone
Controller selects the channel assigned to the lowest priority user and assigns it to the emergency
caller—a feature unique to Motorola trunking systems.

Multiple Priority Levels

The system provides 10 priority levels, allowing administrators to segment their users according to
their communications needs. Priority 1 is always reserved for emergencies. Priorities 2 through 10
can be assigned by the System Manager on a per radio or talkgroup basis. These priorities are only
applicable when the system is busy.
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3.3 COURSES PROPOSED

Motorola Solutions has identified the following course(s) that are necessary to achieve the training goals for
Pinellas County. Course description files for the recommended courses are provided in the matrix below and/or in
the training appendix. Class delivery for instructor-led courses in the field will be tailored for your system and
features.

Specifically, our proposed training plan addresses the following categories as identified in your request for
proposal:

e Radio System Administrator Upgrade Training
¢ Console Operator Upgrade Training

It is recommended that students bring their laptop computers for all System Administrator and Technician classes.

System Administrator
Course Target Audience No. of |Duration| Location Date No. of

Sessions| (days) Attendees
ASTRO 25 IV&D System Managers NA 6 hrs Onl Prior to Up to 12
7.13/7.14 Trunking ine Part 2
with M Core System
Overview

Part 1 of 3 (Self-
Paced/Online)

Course Synopsis:

The ASTRO 25 Integrated Voice and Data System Overview course is intended to provide an|{ astro7s vap
overview of the ASTRO 25 System in order to familiarize the various audiences with the [Trynking with M
overall system capabilities, components, features, and benefits.

ASTRO 25 IV&D System Managers NA 6 hrs On
7.13/7.14 ine
Introduction to Radia
System Management
Applications Part
2 of 3 (Self-
Paced/Online)

Priorto Part 3] Upto 12

Course Synopsis:

ASTRO 25 V&D

virtual, interactive course provides a high-level overview of the Motorola Radio System

gement applications through recorded demonstrations of common system tasks. Introduction to Ra
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System Administrator

Tailored System 1 2 days Lar Rig Up

New Features Managers go, ht to

Introduction for FL afte 12

ASTRO® 25 IV&D r

Systems: PM and the

CSA upg

Part 3 of 3 rad

(Instructor Led) e

Course Synopsis: %
This course describes the new features introduced in the ASTRO® 25 7.13 system ASTRO New
release. Major features introduced in the system release include Provisioning Features Introduc
Manager {PM) and Common Server Architecture (CSA). High-level descriptions of
additional system features are also covered.
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its basic operation and tailored job aids which will be available for assistance in
operation. Through facilitation and hands-on activities, the user learns how to
perform common tasks associated with the console operation.

Course Target No. of |Duratio Location Date No. of Attendees
Audience |Sessions ) (days)
MCC 7500 Dispatch 1 1 Largo, Prior Upto 4
Console Supervisors FL to Cut-
Admin/Operator | and Trainers | (8 hr over
session)
Upgrade
Differences
Train-the-
Trainers
(Instructor-led)
4 training
consoles (2x1
Ratio)
Course Synopsis: i
This course provides participants with an introduction to the dispatch console,| Mcc7500

Operator.DOC

Course Synopsis:

This course provides participants with the knowledge and skills to manage and
utilize the MCC 7500 console administrator functions. Through facilitation and
hands-on activities, the participant learns how to customize the console
screens.

MCC7500 Admin
and Operator.DOC

Pinellas County, FLorida
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3.4  ASTRO 25 IV&D TRUNKING WITH M CORE SYSTEM

Duration

4 hours

OVERVIEW

Delivery Method
Online Self-paced

Course Overview

The ASTRO 25 with M Core Overview self-paced course is the starting point of all ASTRO 25 with M Core
systems. In order to take other classes, students are required to complete this course and obtain a passing score in
the corresponding test. It presents a high-level description of the system’s call flow capabilities, components,
features and benefits.

Audience

System Managers, Technical System Managers, System Technicians and other Application Users

Course Objectives

Prerequisites

List and describe the ASTRO 25 with M Core system features and capabilities.

Describe the ASTRO 25 with M Core system sites and their components.

Describe in detail the paths used for control, voice, and data in an ASTRO 25 with M Core.
List the servers and databases used in an ASTRO 25 with M Core.

Completion of the following courses or equivalent experience:

Bridging the Knowledge Gap — Technicians (ACT100-E)
Networking Essentials in Communication Equipment (NST762)

Advanced Networking in Motorola Communications Equipment (NWT003)
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Course Outline

1. Multiple Zone Trunking
A. Definitions
a. Master Site

b. Zone Core
c. Zone
d. Site

B. Site Statuses
a. Wide Area Trunking: InterZone
b. Wide Area Trunking: Intrazone
c. Site Trunking
d. Failsoft

C. Information Types

a. Control
b. Voice
¢. 9600 bps Data
d. High Performance Data
e. Network Management
D. GTR 8000 Expandable Site
a. GTR 8000 Expandable Site Subsystem
b. GTR 8000 Repeater Site
c¢. HPD Overlay
d. GTR 8000 Repeater Site Switch Redundancy

e. GTR 8000 Repeater Site Gateway Redundancy
E. IP Simulcast Subsystem

a. Basic Simulcast Concepts

b. Prime Site

¢. Information Paths

d. Timing
F. Console Site

a. Daspatch Consoles

b. Recording Equipment

¢. Console Site Configurations
G. Conventional Channel Support

a. Conventional in a Colocated Console Site

b. Conventional in a GTR 8000 Repeater Site

¢. Conventional in an IP Simulcast Remote Site
d. Coexistence with a 3.1 System
e

Conventional Only Remote Site
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H. Zone Core
a. LAN Switch
Zone Controller
Core Router
Relay Panel
Exit Router
Subnets
Subnets for Consoles

PR e oo o

Gateway Routers

o

Scalability
I. System Features

a. Flexible Site and Interzone Links
Channel Partitioning
Other Band Trunking
Dynamic Dual Mode
Fire Station Alerting
Telephone Interconnect
Digital Mutual Aid
SmartX Site Converter
ISSI.1 Network Gateway
Dynamic System Resilience
k. Radio Authentication

FR ™o a6 o

e

1. Voice Processing
A. Turning on the Radio
a. Finding the Control Channel
b. Affiliation & Registration
B. Making a Call
a. Channel Request
Authorizing the Call
Assignment of Resources
Busy Queue
Call in Progress
Finishing the Call
C. Information Paths
a. Control Path

N

b. Voice Path

c. Connectivity vs. Routing

d. Routing Failure Scenarios
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III. Data Processing
A. Common Uses of 9600 bps Data
B. Elements of 9600 bps Data Path
C. Signal Flow of 9600 bps Data
D. Elements of HPD Data Path
E. Signal Flow of HPD Data

IV. Mobility Management

A. Affiliation and Registration
a. Valid Sites for an Individual
b. Valid Sites for a Talkgroup
c. Site Access Denial Type
d. Dynamic Site Assignment
e. Continuous Assignment Updating
f. Deregistration

B. Roaming
a. Adjacent Sites
b. RSSI Threshold
c. Preferred Site
d. Always Preferred Site
e. Least Preferred Site

C. Out of Range
a. Inbound and Outbound Coverage
b. Balanced Coverage
¢.  Out of Range Indications

D. Scan
a. Priorities in Scan
b. Requested Site

V. Servers and Databases

A. Servers
System Level Servers
Zone Level Servers
Databases
Zone Controller Databases

mTmOo 0o

Backup and Restore
a. Description
b. BAR Architecture
¢. BAR Clients
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3.5  ASTRO 25 IV&D INTRODUCTION TO RADIO SYSTEM
MANAGEMENT APPLICATIONS

ACS713201
Delivery Method

OLT = Online Training

Duration

10 hours

Target Audience

System Managers, Technical System Managers, System Technicians, and other Application
Users.

Course Overview

This virtual, interactive course provides a high-level overview of the Motorola Radio System
Management applications through recorded demonstrations of common system tasks.

Prerequisites
Completion of the following courses or equivalent knowledge:

e Bridging the Knowledge Gap — Technicians (ACT100)

Required:

Take one of the following depending on system supporting:

* ASTRO 25 1V&D with M Core System Overview (ACS713200)

* ASTRO 25 1V&D Conventional with M Core Overview (ACS713420)
* ASTRO 25 1V&D with L Core System Overview (ACS713430)
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3.6 LEARNING OUTCOMES

After completing the course the participant will be able to:

e Describe the purpose of Network Management applications used in an ASTRO system
e Identify high-level capabilities of those Network Administrator applications

o Familiarize with common operations allowed by those Network Administrator applications

3.6.1  Course Modules
Module 1:
¢ System Profile
e Zone Profile
e ZoneWatch
e ATIA Log Viewer
Module 2:
¢ Unified Event Manager (UEM)
s Affiliation Display
Module 3:
e Radio Control Manager (RCM)
s Reports
Module 4:
e Provisioning Manager
Module 5:

e EMC lonix Network Configuration Manager
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3.7  NEWFEATURES INTRODUCTION FOR ASTRO 25 IV&D
SYSTEMS -

PM and CSA
Delivery Method

VILT (Online/Instructor Led)
Duration

10 hours / 2 hrs per day over 5 days

Class size

Maximum of 12

Target Audience

System Administrators
System Technicians
Field Technicians

Application Users
Course Description

This course describes the new features introduced in the ASTRO® 25 7.13 system release. Major features
introduced in the system release include Provisioning Manager (PM) and Common Server Architecture
(CSA). High-level descriptions of additional system features are also covered.

Prerequisite:
Completion of the ASTRO 7.9 or 7.11 Radio System Administrator Workshop and the ASTRO 7.13
online overviews below:
e ACS713200-E — System Overview for ASTRO 25 IV&D with M Core
o ACS713201-E — ASTRO 25 IV&D Introduction to Radio System Management Applications
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3.8  LEARNING OUTCOMES:

By the end of the course, you will be able to:
¢ Describe the functionalities of Provisioning Manager (PM)

e Describe the function of Common Server Architecture (CSA)

Course Modules
1. Provisioning Manager
a. Description
b. Feature and Functions
c. Installation
d. Configuration
i. Logging on to the Provisioning Manager
ii. Customer User Interface
iii. Configuration Objects Overview
iv. Common Operating Procedures
v. Creating and Administering Applications Users and Accounts
vi. Creating Talk Group, Multi-group, Agency Group and Foreign Group Records
vii. Attaching Talkgroups to Users
viil. Logging Out
e. Operation
f.  Troubleshooting
2. Common Server Architecture (CSA)
a. Master Site Description
i. L1/L2 Zone Core CSA
1. M1/M2 Zone Core CSA
iil. M3 Zone Core CSA
b. Master Site Installation
i. MI Zone Core Racking — CSA
1. M1 Zone core Installation Process
iii. M2 Zone Core Racking — CSA
iv. M2 Zone core Installation Process
v. M3 Zone Core Racking — CSA
vi. M3 Zone core Installation Process
c. Master Site Configuration
d. Master Site Optimization
Pinellas County, FLorida OctoberSeptember, 2013
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e. Master site Operation
3. Other features in the ASTRO 25 7.13 Release
a. High-Level Descriptions

OctoberSeptember, 2013 Pinellas County, FLorida
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3.9 MCC 7500 OPERATOR

Duration

4 hours

Delivery Method

Instructor-led

Target Audience

Dispatch Console Operators, Supervisors, System Administrators, and Support Personnel

Course Synopsis

This course provides participants with an introduction to the dispatch console, its basic
operation and tailored job aids which will be available for assistance in operation. Through
facilitation and hands-on activities, the user learns how to perform common tasks associated
with the console operation.

Course Objectives
e Perform basic operational tasks of the dispatch console
o Utilize the provided job aids to perform specific tasks associated with the console
e Understand a high level view of the system configuration
e High-level overview of the customer system configuration
e (General console operation

e  Proper operating procedures for specific customer features

Recommended Prerequisites

None
Pinellas County, FLorida OctoberSeptember, 2013
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Key Topics
¢  Overview
¢ Communicating with Radios
e Advanced Signaling Features
e Resource Groups
e  Working with Configurations
e  Working with Aux IOs

e Troubleshooting

OctoberSeptember, 2013 Pinellas County, FLorida
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3.10 MCC 7500 ADMIN. AND OPERATOR

Duration
4 hours Operator, plus

4 hours Admin

Delivery Method

Instructor-led

Target Audience

Dispatch Supervisors, System Administrators

Course Synopsis

This course provides participants with the knowledge and skills to manage and utilize the MCC
7500 console administrator functions. Through facilitation and hands-on activities, the
participant learns how to customize the console screens.

Course Objectives
¢ Understand the menu items and tool bar icons

o Edit folders, multiselect/patch groups, auxiliary input output groups, windows and toolbars

o Add/delete folders

Recommended Prerequisites

None
Pinellas County, FLorida OctoberSeptember, 2013
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Key Topics

Introduction

Configurations

Folders and Resource Setup

Customizing Folders

Auto Starting the MCC 7500 Dispatch Console
Editing Preferences

Configuring the Toolbar

Setting Up Aux 1O0s

Resource Groups

OctoberSeptember, 2013
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SECTION 4

WARRANTY

4.1 INTRODUCTION

411 Overview

Motorola has over 75 years of experience supporting mission critical communications for public safety
and public service agencies. Motorola’s Support Services ensure peak network and operational
performance by offering a diverse portfolio of scalable support services. Motorola has an extensive
service organization to provide local, trained, and qualified service personnel to manage your
communications network. Motorola’s Support Services focuses on performance, both technological and
operational, to maximize the efficiency and security of your communications network. These services
can help increase both the availability and the operating efficiency of your network, while effectively
managing costs and ensuring the safety of your employees and the citizens they protect.

4.2 WARRANTY YEAR SUPPORT

4.21  Technical Support

Motorola Technical Support service provides an additional layer of support through centralized, telephone
consultation for issues that require a high level of communications network expertise and troubleshooting
capabilities. Technical Support is delivered by the SSC and is staffed 24 hours per day, 365 days a year.
The SSC 1s staffed with trained, skilled technologists specializing in the diagnosis and swift resolution of
network performance issues. These technologists have access to a solutions database as well as in house
test labs and development engineers. Technical Support cases are continuously monitored against
stringent inbound call management and case management standards to ensure rapid and consistent issue
resolution.

Technical Support service translates into measurable, customer-specific metrics for assured network
performance and system availability.

4.2.2 Premiere On-Site Infrastructure Response

On-Site Infrastructure Response provides local, trained and qualified technicians who arrive on location
to diagnose and restore the communications network. The field technician performs first level trouble-
shooting, provides information regarding the system condition, removes any failed components for repair,
and reinstalls new or reconditioned components. If the technician is unable to resolve the issue, the case is
escalated to the SSC or product engineering teams as needed.

Pinellas County, FLorida September, 2013
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4.2.3 Infrastructure Repair with Advanced Replacement

Infrastructure Repair with our Advanced Replacement upgrade supplements your spares inventory with
Motorola’s centralized inventory of critical equipment. In advance of Motorola repairing the
malfunctioning unit, a replacement unit is sent to you within 24 hours to ensure a spare unit is available.
Upon receipt of the malfunctioning unit, Motorola repairs the unit and replace it in our centralized

inventory.
OctoberSeptember, 2013 Pinellas County, FLorida
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SECTION §

EQUIPMENT LIST

7.9 to 7.13 Upgrade: List Price: $2,009,482 Sale Price: $1.173,499

One (1) Master Site Configuration Upgrade

Three (3) PDG Upgrades

Five (5) NM Client Upgrades

Nine (9) KVL3000 Plus Upgrades

Sixty-nine 69 MCC7500 Dispatch Console Upgrades
Ten (10) MCC7500 AIS Upgrades

Twelve (12) MCC7500 SDM3000 Aux_10 Upgrades
Twelve (12) MCC7500 Conventional Site Controller Upgrades
Eight (8) GCP8000 Site Controller Upgrades

361 GTR8000 Simulcast BR Upgrades

Fifty-six (56) GCM8000 Upgrades

Eight (8) GCP8000 HPD Site Controller Upgrades
Eleven (11) GTR8000 HPD BR Upgrades

Three (3) MOSCAD Client Upgrades

100 SDM3000 Upgrades

Nine (9) NICE Inform Upgrades

Eighty-four (84) FSA4000 Upgrades

3000 Subscriber Refresh Flashes

7.13 to 7.14 Upgrade: List Price: $3,519,112 Sale Price: $1,254,695

One (1) Master Site Configuration Upgrade

Three (3) PDG Upgrades

Five (5) NM Client Upgrades

Nine (9) KVL3000 Plus Upgrades

Sixty-nine 69 MCC7500 Dispatch Console Upgrades
Ten (10) MCC7500 AIS Upgrades

Twelve (12) MCC7500 SDM3000 Aux_10O Upgrades
Twelve (12) MCC7500 Conventional Site Controller Upgrades
Eight (8) GCP8000 Site Controller Upgrades

361 GTR8000 Simulcast BR Upgrades

Fifty-six (56) GCM8000 Upgrades

Eight (8) GCP8000 HPD Site Controller Upgrades
Eleven (11) GTR8000 HPD BR Upgrades

Three (3) MOSCAD Client Upgrades

100 SDM3000 Upgrades

Nine (9) NICE Inform Upgrades

Eighty-four (84) FSA4000 Upgrades

Pinellas County, FLorida September, 2013
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Dynamic System Resilience (DSR) Upgrade List Price: $487.345 Sale Price: $414,243

Ridgecrest (RC) Site:

One (1) Master Site DSR Configuration Upgrade

One (1) Astro 25 High Availability Trunked Integrated Data and HPD Upgrade.
One (1) Radio Authentication Upgrade

One (1) A1 Message Only Upgrade

One (1) Unified Network Services Upgrade

Two (2) SSG140 Firewall upgrades

One (1) HP3800 High Tier Core Lan Switch

One (1) KVL4000 Key Loader and cables

One (1) GGM8000 Gateway Router

One (1) SRC 7500 Switching Routing Center Upgrade
e One (1) Set of DSR Master Site Spares

e One (1) MNI Proteus Microwave link Ethernet Upgrade

Pinellas County Public Safety Complex: List Price: $1.190.612  Sale Price: $1,012,020
e Communications Shelter Upgrade Consisting of:
o Four (4) Bard 6-Ton HVAC Systems
o One (1) Liebert APM 3-Phase UPS Upgrade from 15 kVA to 90 kVA
o One (1) Liebert APM 3-Phase UPS 90 kVA
One (1) Master Site DSR Configuration
One (1) Astro 25 High Availability Trunked Integrated Data and HPD
One (1) Radio Authentication
One (1) A1 Message Only
One (1) Unified Network Services
One (10) HP LaserJet Printer
One (1) NM Client
One (1) MOSCAD Client
Two (2) SSG140 Firewall
Two (2) 2620-24 Ethernet Switches
One (1) HP3800 High Tier Core Lan Switch
One (1) Track 9100 Redundant Modular Frequency Timing System
One (1) KVL4000 Key Loader and cables
Two (2) GGM8000 Gateway Routers
One (1) SRC 7500 Switching Routing Center
One (1) Set of DSR Master Site Spares
One (1) MNI Proteus Microwave link Ethernet Upgrade
One (1) APX7500 Control Station
One (1) Test Antenna with 7/8” Line
One (1) GenWatch 3 ATIA Upgrade

OctoberSeptember, 2013 Pinellas County, FLorida
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Geographically Redundant 7.14 MZ Prime Upgrade List Price $135.000 Sale Price: $114.750

Ridgecrest (RC) Site:
e One (1) Geographically Redundant Prime Configuration Upgrade
¢  One (1) 2620-48 Ethernet Switch
e One (1) 2620-24 Ethernet Switch
e Two (2) GGM8000 Gateway Routers

Geographically Redundant 7.14 MZ Prime  List Price: $584.714 Sale Price: $497,007

Public Safety Complex

One (1) Geographically Redundant Prime Configuration

One (1) 2620-48 Ethernet Switch

One (1) 2620-24 Ethernet Switch

Two (2) GGMS8000 Gateway Routers

Fourteen (14) GCM 8000 Comparators

One (1) Prime/Master Track 9100 Redundant Modular Frequency Timing System
One (1) Set of Prime Site Spares

20 Channel ASR Back Up Site at the PSC List Price: $1.476.629 Sale Price: $1,255,135

Pinellas County Public Safety Complex (PSC) Site:
Two (2) GGM8000 Gateway Routers

Twenty (20) GTR 8000 800MHz BRs

Two (2) GCP 8000 Site Controllers

Two (2) WAV-G 851- 869 Ten (10) Channel Combiners
Two (2) WAV-G 851- 869 Eight (8) Channel Combiners
Two (2) Multicouplers with TTA and Test port

Six (6) BMR 12 Antennas, Accessories, and Line

One (1) SDM3000 MOSCAD Site

Pinelias County, FLorida September, 2013
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SECTION 6

PRICING

Motorola’s has provided pricing to install the Mid-Zone P25 Migration Equipment as detailed within
this proposal. The total system price including equipment, installation, system integration, one-year
full warranty, and system purchase allowance is:

Equipment $9,402,894

Services $3,399,508

System Sub-total $12,802,402

Less: Purchase Allowance -$4,352,552

System Total $8,449,850
P25 7.14 software: $830,300
SUA II (inclusive of SMA) Software: $2,300,100
Order by November 22, 2013 Equipment: $622,152
Order by November 22, 2013 Services: $600.000
Total Discount: $4,352,552

The pricing shown in this document and on the related Work Order is predicated upon the Work Order

being approved by the County, signed by appropriate County representative, and delivered to Motorola
Solutions Inc. on or before November 22, 2013. If the signed Work Order is delivered to Motorola after
November 22, 2013 the pricing and schedules shown are subject to modification by Motorola.

A formal contract is considered in effect upon execution of the Work Order by both Parties.

Pinellas County, FLorida September, 2013
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SECTION 7

OUR COMMITMENT

Motorola products are growing and changing, as they have over the years, and Motorola’s drive for
excellence has strengthened and intensified. From the five-pound Handie-Talkie™ radio to the
lightweight models of today, Motorola has been the leading provider of two-way radio services to
public safety, government, transportation, utility, and manufacturing enterprises. Motorola changed
the way the world communicates, from the introduction of the DynaTAC cell phone in 1983 to
today’s sleek handsets and innovative technology for mobile telephone service. It is also a key
supplier of integrated systems for automobiles, portable electronic devices, and industrial equipment.

Throughout its history, Motorola has transformed innovative ideas into products that connect people
to each other and the world around them. Moving forward, the company strives to keep its
commitment of make things better and life easier, to make sound recommendations that will guide
you in linking your current and future communication needs and objectives with technology’s ever-
evolving promise.

Pinellas County, FLorida September, 2013
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SECTION 8

EXHIBIT B

EXHIBIT B

Customer will make payments to Motorola within forty-five (45) days after the date of each
invoice, in accordance with Florida state law. Customer will make payments when due in the form
of a check, cashier’s check, or wire transfer drawn on a U.S. financial institution and in
accordance with the following milestones.

25% of the Contract Price upon CDR Completion;

40% of the Contract Price upon Shipment of Equipment;

20% of the Contract Price upon Installation Completion;

10% of the Contract Price upon System Acceptance and Beneficial use; and
5% of the Contract Price upon System Final Acceptance

Motorola reserves the right to make partial shipments of equipment and to request payment upon
shipment of such equipment. In addition, Motorola reserves the right to invoice for installations
or civil work completed on a site-by-site basis, when applicable.

Pinetlas County, FLorida September, 2013
Pinellas County Contract No. 990-0909-N, Motorola Contract No. 04-19786/hhm Use or disclosure of this proposal is subject
to the restrictions on the cover page.

@ Motorola Solutions Confidential Restricted Exhibit B 8-1



This page intentionally left blank.

OctoberSeptember, 2013 Pinellas County, FLorida
Use or disclosure of this proposal is subject Pinellas County Contract No. 990-0909-N, Motorola Contract No. 04-19786/hhm
to the restrictions on the cover page.

8-2 Exhibit B Motorola Solutions Confidential Restricted @



	Next Item: 
	Return to Agenda: 


